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An important update on phishing emails  
22 April 2017 

We are aware of a small number of cases where our supporters have been contacted by an individual pretending to 
be from the Ramblers asking for sensitive personal information. 

If you feel you may have been subject to any suspicious contact, please let us know by contacting the Ramblers 
Membership Service team at membership@ramblers.zendesk.com or call 0207 339 8500. 

We are currently aware of fewer than 20 instances where enquiries from supporters have been accessed on 
Zendesk, a third party customer service platform that we use to manage correspondence by email from members 
and volunteers. 

Zendesk holds details of correspondence you have had with the Ramblers support teams. However, it is not 
connected to our central database. There is no evidence that our central database, which holds financial and 
membership information, has been accessed by unauthorised personnel. 

We are working closely with an expert IT security provider to implement additional measures to safeguard the 
system. 

We are advising members to be vigilant of potential ‘phishing emails’. These are emails received from a third party 
asking you for personal information. If you receive any such emails:  

 DO NOT give out any personal or sensitive information, even if requested   
 We will never ask you to give your bank details to us by email.  If you are asked to do so, please contact 

Ramblers Membership Services immediately at membership@ramblers.zendesk.com or call 0207 339 8500  
 If you receive a suspicious email DO NOT open any email attachments or click on any links 
 Check that your home devices have up-to-date anti-virus and anti-malware software 
 Do not forward suspicious emails to any other contacts. 

If you have already received any information from your Ramblers group or any other source, please note this is the 
official update and we will continue to provide updates. 

If you have any questions, please contact us at membership@ramblers.zendesk.com or call 0207 339 8500. 

Ploughing and cropping update 
Many of us have experienced the frustration of encountering a hard deeply rutted ploughed path or an impenetrable 
path due to either not, or inadequately, spraying out the path line across fields. Sometimes there is no easy diversion 
one can make. 

Landowners receive agricultural grants including an allowance for path reinstatement, and the Highway Authority, 
DCC, has a duty to keep paths open and available to the public. 

But the problem persists in Derbyshire and elsewhere. Locally the Group has met with a County Adviser of the NFU 
and we have reminded DCC of their duties.  
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 At the Ramblers Annual General Council, at the start of this month, a Group inspired resolution calling on Central 
Office to make national representations was successfully passed thanks to Jez Kenyon and David Selkirk. 

We’re doing our bit but ask members to follow suit by reporting the ploughed/crop obstructions they find to DCC. 
Please also copy in our Footpath Secretary, Mel Hardy, as per the programme booklet. Thanks. 

Practical Work – Pause or stop? 
Nationally the Ramblers has over 150 Groups that carry out some practical work to help keep public paths open to 
the public and to improve them. 

Chesterfield group was one of the pioneers and has many successes under its belt. Most of these were made 
possible by the active involvement and supervision of a DCC Ranger. 

The cuts made by DCC have led to Ranger support being withdrawn from the start of the month. As yet DCC has not 
introduced a policy for groups of volunteers, nor has it updated the grants available to parish councils for path work. 
Yet it’s still forecasting 2000 days of volunteer work in all its various forms. 

It’s clear, from the national web site, walk magazine, and information from other groups that many Highway 
Authorities have a much more positive relationship with the Ramblers to mutual benefit. 

That’s what we’re now trying to achieve to ensure practical work can continue, properly supported by those 
responsible – DCC. 

Seasonal Reminder 
The incidence of ticks in the UK continues to increase and with it the risk of the unwary developing Lyme Disease 
from a bite from an infected tick. To avoid repetition, we leave those interested to check out the web sites below 
and be prepared.  

www.lymediseaseaction.org.uk  www.bigtickproject.co.uk 

Fallinge 
Please be aware that Chatsworth Estate has given permission for a clay pigeon shoot at Fallinge on 20 May and that 
the bridleway and connecting footpaths will be closed. There are no organised group walks affected on the day but 
the early notice may be useful. 

Online Safety 
If you have concerns or questions about online security you may be interested to attend a free event on the subject 
organised by the Police Cadets at Chesterfield Library between 10.00 a.m. to 3.00 p.m. on Saturday 6 May. 
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